CITADEL INFORMATION GROUP, INC.

Overview of /SO-17799
Code of Practice for Information Security Management

ISO 17799 is an emerging international standard for managing information security. With roots
in Australian information security standards and British Standard 7799, ISO 17799 is the first
acknowledged world-wide standard to identify a “Code of Practice” for the management of
information Security.

ISO 17799 defines Information Security as encompassing the following three objectives:

¢ Confidentiality—Ensuring that information is accessible only to those authorized to have
access

e Integrity—Safeguarding the accuracy and completeness of information and processing
methods

e Availability—Ensuring that authorized users have access to information and associated assets

when required

ISO 17799 identifies 10 specific vital Information Security Management Practices. An
organization’s information is secure only to the extent that these 10 practices are being
systematically managed. Weaknesses in any single practice can often negate the combined
strength in the other nine.

The 10 Information Security Management Practices are:
Security Policy

Organizational Security

Asset Classification and Control

Personnel Security

Physical and Environmental Security
Communications and Operations Management
Access Control

Systems Development and Maintenance
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Business Continuity Management

10. Compliance

! Information Technology—Code of Practice for Information Security Management, International Standards
Organization, ISO-17799, 2000
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Brief descriptions of these practices follows:

Security Policy (17799, Section 3)
Objective: To provide management direction and support for information security.

Management should set a clear policy direction and demonstrate support for, and
commitment to, information security through the issue and maintenance of an
information security policy across the organization.

Organizational Security (17799, Section 4)
Objective: To manage information security within the organization.

A management framework should be established to initiate and control the
implementation of information security within the organization.

Suitable management leadership should be established to approve the information
security policy, assign security roles and co-ordinate the implementation of security
across the organization. If necessary, a source of specialist information security
advice should be established and made available within the organization. Contacts
with external security specialists should be developed to keep up with industrial
trends, monitor standards and assessment methods and provide suitable liaison
points when dealing with security incidents. A multi-disciplinary approach to
information security should be encouraged, e.g. involving the co-operation and
collaboration of managers, users, administrators, application designers, auditors and
security staff, and specialist skills in areas such as insurance and risk management.

Asset Classification and Control (17799, Section 5)
Objective: To maintain appropriate protection of organizational assets.
All major information assets should be accounted for and have a nominated owner.

Accountability for assets helps to ensure that appropriate protection is maintained.
Owners should be identified for all major assets and the responsibility for the
maintenance of appropriate controls should be assigned. Responsibility for
implementing controls may be delegated. Accountability should remain with the
nominated owner of the asset.

Personnel Security (17799, Section 6)
Objective: To reduce the risks of human error, theft, fraud or misuse of facilities.

Security responsibilities should be addressed at the recruitment stage, included in
contracts, and monitored during an individual’s employment.

Potential recruits should be adequately screened, especially for sensitive jobs. All
employees and third party users of information processing facilities should sign a
confidentiality (non-disclosure) agreement.

Physical and Environmental Security (17799, Section 7)

Objective: To prevent unauthorized access, damage and interference to business
premises and information.



Critical or sensitive business information processing facilities should be housed in
secure areas, protected by a defined security perimeter, with appropriate security
barriers and entry controls. They should be physically protected from unauthorized
access, damage and interference.

The protection provided should be commensurate with the identified risks. A clear
desk and clear screen policy is recommended to reduce the risk of unauthorized
access or damage to papers, media and information processing facilities.

Communications and Operations Management (17799, Section 8)

Objective: To ensure the correct and secure operation of information processing
facilities.

Responsibilities and procedures for the management and operation of all information
processing facilities should be established. This includes the development of
appropriate operating instructions and incident response procedures.

Segregation of duties should be implemented, where appropriate, to reduce the risk
of negligent or deliberate system misuse.

Access Control (17799, Section 9)
Objective: To control access to information.

Access to information, and business processes should be controlled on the basis of
business and security requirements.

This should take account of policies for information dissemination and authorization.

Systems Development and Maintenance (17799, Section 10)
Objective: To ensure that security is built into information systems.

This will include infrastructure, business applications and user-developed
applications. The design and implementation of the business process supporting the
application or service can be crucial for security. Security requirements should be
identified and agreed prior to the development of information systems.

All security requirements, including the need for fallback arrangements, should be
identified at the requirements phase of a project and justified, agreed and
documented as part of the overall business case for an information system.

Business Continuity Management (17799, Section 11)

Objective: To counteract interruptions to business activities and to protect critical
business processes from the effects of major failures or disasters.

A business continuity management process should be implemented to reduce the
disruption caused by disasters and security failures (which may be the result of, for
example, natural disasters, accidents, equipment failures, and deliberate actions) to
an acceptable level through a combination of preventative and recovery controls..

The consequences of disasters, security failures and loss of service should be
analyzed.



Contingency plans should be developed and implemented to ensure that business
processes can be restored within the required time-scales. Such plans should be
maintained and practiced to become an integral part of all other management
processes.

Business continuity management should include controls to identify and reduce risks,
limit the consequences of damaging incidents, and ensure the timely resumption of
essential operations.

Compliance (17799, Section 12)

Objective: To avoid breaches of any criminal and civil law, statutory, regulatory or
Contractual obligations and of any security requirements.

The design, operation, use and management of information systems may be subject to
Statutory, regulatory and contractual security requirements.

Advice on specific legal requirements should be sought from the organization’s legal
advisers, or suitably qualified legal practitioners. Legislative requirements vary from
country to country and for information created in one country that is transmitted to
another country (i.e. trans-border data flow).

R .,

Citadel Information Group ... Securing the Critical Information Assets of Middle Market Businesses,
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To schedule a free no-obligation Information Security Executive Briefing
or for additional information, please contact:

Stan Stahl, Ph.D. 323.876.1441 sstahl@citadel-information.com
Kimberly Pease 323.397.5752 kpease@citadel-information.com


mailto:sstahl@citadel-information.com
mailto:kpease@citadel-information.com

	Overview of ISO-17799�Code of Practice for Information Secur


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


